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• Introduction: Why Digital Evidence

• Dealing with Electronic Evidence

• Preservation, Preservation, Preservation

• Conjuring Up Evidence & What To Do About It

• Protocols in Dealing with Electronic Evidence

• Q&A
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Xerox DocuColor 12 page, magnified 10x and photographed by the QX5 microscope under illumination from a Photon blue LED flashlight 

http://www.photonlight.com/
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• Wage/Hour Class Action

▪ Non-Exempt classified as Exempt

▪ Timeframe stretches back 3-4 years
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• The OSHA Violation that Wasn’t

▪ Terminated Employee

▪ “Sweetening” the severance package

▪ Wild accusations of wrongful acts by
corporation
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In forensic science, Locard’s principle holds that 
the perpetrator of a crime will bring something 
into the crime scene and leave with something 
from it – both of which can be used as forensic 
evidence.
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• Devices as Witnesses

▪ Content (what someone “says”)

▪ Artifact (outside corroboration / “witness”)

▪ Simply record what’s going on

– They don’t lie

• Although you might need a translator (a GOOD one)

– Capture significantly more than most people know about
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E-Discovery

• “Managing large volumes”

• Content-centered

• Metadata

• Active Data

Digital Forensics

• “Investigative”

• Content + Metadata + Artifacts

• Prove “How and What”

• Manipulation

• Deletion/Spoliation

• All Data

• Opinion
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• Content

▪ Keyword search for content/communication

– Historical correspondence

– Hidden information

– Deleted information

– Orphaned information

– Encrypted information
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• Correspondence

▪ Memos

▪ Emails

▪ Instant messages

▪ Faxes (yes, still used)

▪ Deleted

▪ Old and forgotten
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• Business Records

▪ Financial data

▪ Assets

▪ Calculations

▪ PRIOR DRAFTS

▪ DELETED DRAFTS

▪ Projections
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• Historical Website visited
with pictures

• Logins to email and other
accounts

• Maps, from Google, and
other services

• Historical internet searches
and those results
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• Conceptual Analysis (Artifact Analysis)

▪ How the computer was used

- IMs 

- E-mails

- Web-based E-mails

- Deletion activity

- Wiping activity

- Software installed

- File Transfers (USB or cloud)

- Attached hardware (mobile devices)

- Other networks attached

- Remote Access activity

- Do we have the “Right” system?
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• Condition of evidence

▪ Used by others

▪ Formatted

▪ Re-partitioned

▪ Damaged

▪ Wiped/Cleansed/Sanitized
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• Find evidence that isn’t there
▪ Never was on this evidence

▪ May have been on this evidence but was overwritten

• Deal with Wrong Interpretations
▪ Destroyed Server

▪ Defragmenting destroyed data

• Prove the Negative (well, maybe)

• Answer the “Who was at the keyboard?” question
▪ Some analysis will allow the answer to be inferred.
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• Content vs Artifacts

▪ How long do the artifacts last?

▪ How long is deleted content available?

• Deleted data from…

▪ Google

▪ Outlook.com (including Hotmail)

▪ Office 365

▪ Cloud repositories
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• Google Takeout

▪ Emails

▪ Location data

▪ Web history

▪ Activity Logs

▪ Maps
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• SSD and deleted data

• What is on the computer vs the cloud

• Encryption
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• Continued use of device may alter evidence

• New facts are learned, new theories emerge

▪ Avoids having to revisit & re-interrupt

• Evidence doesn’t “disappear”

▪ Prevent claims of spoliation

▪ Gain access to Best Evidence
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• Preservation does not mean search or
analysis

• Can be performed completely
independent of search/analysis
protocol

• Duty to preserve is greater than duty to
disclose
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• ISP

• Router/Firewall

• IDS/IPS

• Managed Switches

• Servers

• Workstations

• Cell phones / tablets

• Other monitoring
devices (alarm system)

• Log files

• GPS

• Cell Tower Data

• Syslog

• Dropbox

• Box

• Honeypots

• Virtual Machines and
hosts

• Office 365

• Network Sniffers

• Backup tapes/disks

• Replication sites

• Disaster Recovery sites

• Digital Scale & other
Measuring Devices

• RFID Data

• Gsuite and Takeout

• Video Surveillance

• Payment or other
Registration Info
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• Type of phone

• Type of data desired

▪ Bad source for email

▪ Need extensive location data?

▪ Messages from Signal

▪ Deleted data

• Cloud vs on the phone

• Filtering, privacy, etc.
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• First & Foremost: Evidence Preservation

▪ Admissibility in Court

▪ Protection of All Parties Involved… even the investigator

▪ Avoid Contamination/Spoliation of Evidence
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• Completeness

▪ “The Whole Truth”

– Used & Unused (Unallocated) Space

– Active & Inactive Systems

– Seemingly “Inaccessible” Systems & Media
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• Methodology

▪ Forensically-sound Bit-for-Bit Clone*

– Copy, clone, mirror

▪ Write-protect

▪ Place on Sterile Media

▪ MD5 or other authentication hash

▪ Chain of Custody

▪ Seal Evidence

*What about cell phones?
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• Authenticate:
▪ Prove “no change”

▪ Prove Clones ARE the Same

• Method
▪ MD5 Hash (digital fingerprint)

– Industry-standard, industry-recognized

– 128-bit

– 1 in 1x1038 chance for deceiving

• 100,000,000,000,000,000,000,000,000,000,000,000,000

• DNA Evidence is 1 in 1x109
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• Methodology
▪ MD5 Hash – Digital Fingerprint

▪ Prove nothing changed

702865f9ebd7478f

bab050ed6b4612f0
MD5
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• Leave No Stone Unturned

▪ Used (active) space

▪ Unused (inactive/unallocated) space

▪ Slack space

▪ Deleted – partially, separation of metadata and content

▪ Artifacts

▪ Printed documents - sometimes

▪ E-mail / IM / chat sessions

▪ Internet History
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• USB drives used

• Files opened from those drives – names, locations and dates when 
opened

• Cloud services used
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• Benford’s Analysis
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• Informal
▪ Internal Investigations

▪ Consulting Experts

• Formal
▪ Preliminary Findings

▪ Expert Report

▪ Affidavits

▪ Depositions

▪ Expert Testimony

– Voir Dire process

– Withstand Daubert-Frye challenge



42

• Excel
▪ Allows you to sort, filter, search, etc.

▪ No balloons

▪ Easy to redact

• PDF

▪ Feature rich (pictures, balloons)

▪ Tough to redact

• Cellebrite UFDR
▪ Very flexible on export

▪ Learning curve
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• Produce just responsive messages?

• Produce entire conversation?

• Conversation in date range?

• 24 hours before and after message?
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…and what to do about it



45

• A printout of an e-mail is not an e-mail
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• Under the Hood

▪ IP Addresses

▪ Travel Route

▪ Authentication Details

▪ Application Used

▪ Diagnostic Info

▪ Links & other Embedded Info

▪ MAPI/IMAP & other Protocol Info
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• Websites can easily produce screenshots

▪ Customize phone model, carrier, battery life, etc.

• Altering contacts to fake messages

• Using fake message apps
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• Insurance matter

• Insured had helpful messages

• Messages were not on manager’s phone

• Difficulty in getting access to phone

• Examination of database showed message origin
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• When does 280 not equal 280?

This message is 280 characters long.  It is a demonstration to show the 

amount of data that can exist within a single Tweet. Short & Sweet! The 

preceding exclamation point is the old limit of 140 characters. Currently 

Tweets may contain 280 characters giving you more to play with
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• Unique Tweet ID
• Screen name of user ID of reply
• Author’s user name
• Author’s screen name
• Author’s location (free-form)
• Author’s biography
• Creation date of account
• Timezone
• Number of users author is following
• Number of favorites this user has
• User’s language
• Number of followers this user has
• Geolocation Info
• Application that sent the Tweet

And probably more…
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• First:  Awareness

• Understand visual inspection is unlikely to reveal forgeries

• Recognize things may look differently based upon platform
(Windows vs Mac, mobile vs. workstation), application (Outlook vs
Outlook Express), etc.
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• Recognize artifacts likely exist

• Insist on source documents

• Obtain “Best Evidence” – printouts are rarely it

• If in doubt, get a trained professional to assist
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• Make clear “Preservation is not search/analysis” & duty to preserve
is greater than to produce

• Bifurcate data into:

▪ Content

▪ Artifacts
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• Once processed, CONTENT goes back to Producing party for
review, redaction & production

▪ Creation of Privilege and Relevancy Log

• ARTIFACT analysis produced to both parties contemporaneously

▪ Artifacts are not communication from an attorney,

▪ Artifacts are not advice received from attorney,

▪ No forms of privilege attach
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• Protocol should include:

▪ Reasonable Timeframe for review

▪ Facility for in camera inspection

▪ Privilege and Relevancy Log should require enough specificity

▪ Consider “summary” of population turned over going to both sides

– i.e.  On December 6, processor turned over to Producing party 6,430 items, broken 
down as:  X PDF, Y e-mails, Z Word documents, etc.
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• Protocol should consider:

▪ Production Form (native? PDF/TIFF?, inclusion of metadata?)

▪ Compelled Disclosure clause
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What else can I answer that we haven’t discussed?



Damon Hacker, MBA, CISA, CSXF, 
CMMC-RP
President

dhacker@archerhall.com
(855) 839-9084
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